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Resources

• https://zerotohero.dev/spire-rocks
• ☝ slides, source code, …etc.

https://zerotohero.dev/spire-rocks


Agenda

• High-Level System Overview
• What Is A Service Identity
• Challenges With Identity at Scale
• The Shift of Trust
• Introducing SPIFFE and SPIRE
• Demo
• Q&A
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What Is a Service Identity

• Proof that the service is what it claims to be.

• Identity without authorization is “public access”.



Service Identity

• Service Identity Configuration

• Service Identity Operation



Service Identity Configuration

• Registration of the service identity
• Provisioning of credential(s)
• Access authorization



Service Identity Operation

• Presenting the service identity
• Authentication by credentials
• Access control



Identity at Scale

• Identity management should be uniform 
across workloads.

• Identity depending on hosts, or network 
topology is hard to maintain and scale.



Identity at Scale

• Interoperability
• Non-repudiation
• Compliance
• Auditability



Identity at Scale

• Rotating Identities
• Revoking Identities
• Distributing Identities
• Compartmentalization



“Hope” is not a Security Posture
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“Hope” is not a Security Posture



Zero Trust

• You cannot trust the network.
• Assume the network is breached.
• Verify explicitly.



Service Secrets

• How do you rotate them?

• How do you secure them?

• How do you expire them?

• How do you federate them?

• How do you protect secret zero?



It’s Turtles All the Way Down



Solving for the Bottom Turtle



The Shift of Trust



The Shift of Trust

• Query the node’s kernel
• Query platform-specific components:
• Kubernetes (kubelet)
• Cloud Instance Metadata APIs

• ∴ No need for a secret to prove identity



SPIFFE

Meet SPIFFE and SPIRE

SPIRE



SPIRE Is the Key Maker



SPIRE

• Platform agnostic

• Can attest at process level and kernel level

• Works well with container schedulers 
• (e.g., Kubernetes)



SPIRE

• Automate Securely
• Automatically establish secure inter-service communication.

• Authenticate Securely
• Connect to databases and services without using passwords.

• Build the Bridge
• Extend service mesh across orgs without sharing keys.



Which Tools Implement SPIFFE?

Istio Kuma GhostunnelConsul Envoy

* Not a conclusive list.



Workload Attestation



Demo

• Download and Build SPIRE
• Start SPIRE Server
• Register SPIRE Agent
• Register Workloads
• Launch Workloads
• Establish mTLS Connectivity
• Code Walk



Code Walk





































🐢 Thank You 🤗

• Questions?


